Abstract: Video transmission in wireless environment is a challenging task calling for high-compression efficiency as well as network friendly design which is achieved by means of H.264/AVC. Video transmission for mobile terminals is a major application in 3G systems and is a key factor for its success. Wireless links are error-prone and unreliable and so video transmission over 3G networks experiences packet loss due to fading and interference causing substantial quality degradation to the video which may be avoided by appropriate error resilience features. Moreover, it is important that the video is transmitted in a secured manner in certain applications like video conferencing, medical applications etc. This is achieved with the help of suitable encryption techniques without affecting the quality of the decoded video. Encryption of video transmission in wireless environment with suitable error resilience techniques to achieve good quality is the main objective of this work. Performance analysis of secured video transmission over 3G networks is done through quality measurement such as PSNR, bit overhead analysis, encryption time measurement, key sensitivity analysis and security analysis.
Introduction
With the explosive growth of the internet and dramatic increase in wireless access, there is a tremendous demand on multimedia delivery over wireless internet. Moreover, the rapid growth of processing power and network bandwidth has caused many multimedia applications to emerge in the recent past. As digital data can be easily copied and modified, concern about its protection has gained importance in recent times. Multimedia data requires either full encryption or selective encryption depending on the application requirements Sullivan and Wiegand, 2005) . Conventional data encryption scheme is difficult to be applied directly due to the large volume of data and real-time transmission requirements. Selective encryption has been proposed recently as an ideal candidate to achieve data security (Lookabaugh and Sicker, 2004) . This work studied the state-of-the-art multimedia privacy protection technologies and demonstrated that selective encryption is an efficient solution to achieve content protection. Lian et al. (2006) proposed a partial video encryption scheme in which the intra-prediction mode, residue data and motion vectors are encrypted based on the Exp-Golomb coding and context-adaptive variable length coding (CAVLC).
Selective encryption of H.264/AVC at network abstraction layer (NAL) has been proposed by Li et al. (2008) . Important NAL units (NALU), namely instantaneous decoding refresh picture, sequence parameter set and picture parameter set are encrypted with a stream cipher. The limitation of this scheme is that it is not format compliant and cannot be parsed even at frame level. In one of the recent works (Shahid et al., 2011) , selective encryption is performed in both the types of entropy coding module, CAVLC and context-adaptive binary arithmetic coding (CABAC) using Advanced Encryption Standard (AES) on a subset of code words/bin strings. But the drawback of this scheme is its computational complexity particularly when applied to CABAC which is used only in higher profiles. As one of the means to protect media content, multimedia content encryption has attracted more and more researchers and engineers. Lian (2009) gives a detailed description and analysis on multimedia content encryption which includes a brief history of multimedia encryption, performance requirements, encryption techniques, attacks and performance evaluations. The Handbook of Research on Secure Multimedia Distribution (Lian, 2009 ) provides a scientific treatment of the state-of-the-art techniques related to multimedia distribution. However, most of the previous works on multimedia selective encryption have been focused mainly on the application layer cryptography and efficient delivery of encrypted video in error-prone wireless channels have not been considered much in literature.
H.264 uses the latest innovations in the video compression technology to provide high quality video at low data rates, making it a prime candidate for bandwidth limited wireless environments such as the third generation (3G) cellular networks. Error rate is usually very high in wireless channel caused by multi-path fading, inter symbol interference and noise disturbances. To reduce the errors in wireless channel, effective error control is essential for robust video transmission. Stockhammer et al. (2003) provides an overview of the error-resilience tools and the transmission characteristics for wireless video applications. It is also shown that as the length of the packets increases, packet-loss probability also increases significantly. This work served as a basis for analysing H.264 in wireless environments. Wenger (2003) describes the use of H.264 coded video over best-effort IP networks, using RTP as the real-time transport protocol. Liu et al. (2005) analysed the error-resilience tools and its usability in 3G networks. This work showed that the use of FMO mode and intra block refreshing results in good performance in terms of bit rate. Wiegand et al. (2005) presented an audio/video frame interleaving scheme in 3G wireless environments. Simulations have included audio into the interleaving framework and the experimental results demonstrate the superior performance of interleaving for typical link outage settings. Qu et al. (2003) investigated the combined use of passive error concealment together with FEC coding and periodic intra updating to improve the performance in the presence of bursty packet losses. A robust cross-layer architecture that relies on a data partitioning technique at the application layer and an appropriate priority mapping at the 802.11e medium access control (MAC) layer is described by Ksentini et al. (2006) . This solution is complemented by the schemes proposed by Fallah et al. (2007) , where a cross-layer design is presented that optimises the encoded packet size to improve the H.264 video transmission over 802.11 wireless local area networks (WLAN). Instead of doing the fragmentation in the MAC layer, packet sizes are adjusted by slicing the video frame at the application layer, achieving better performance for a given packet-loss condition.
For mobile environment, 3G systems have a bandwidth of up to 384 kbps and for stationary environment 3G systems have a bandwidth up to 2 Mbps (Roth et al., 2001 ). The packet-loss rate of 3G mobile system is very high and the packet-loss model of 3G mobile systems is described (Yang and Bourbakis, 2009 ). Wang et al. (2000) reviewed the different error resilience techniques needed for real-time video transmission over unreliable networks. In addition to error resilience tools, the work analyses the error concealment techniques and schemes that require forward error correction (FEC) and feedback to protect the video transmission. Kim et al. (2005) demonstrated that adding redundant information significantly improves the error concealing abilities of the decoder by sampling the texture coefficients and grouping into several interleaved groups to avoid the burst error damage of all groups within a single block in wireless video transmission. Calafate and Malumbres (2003) analysed the error resilience features suitable for wireless ad-hoc networks and suggested to tune the encoder with packet loss to increase the quality of the video. Ogunfunmi and Huang (2005) presented an improved three-dimensional flexible macro-block ordering (3D FMO) and achieved better video transmission qualities over wireless networks.
The contribution of this research is multifold. In this work, different from the previous works, a secure multimedia communication framework is proposed, to guarantee security, reduce packet loss over 3G networks and improve the quality of decoded video. The rest of the paper is organised as follows. In Section 2, overview of H.264/AVC and 3G networks is presented. The proposed scheme is discussed in detail in Section 3. Simulation results are analysed in Section 4 and performance analysis is discussed in Section 5. Finally concluding remarks are given in Section 6.
Background of H.264 over 3G networks
Video transmission is a fundamental service of the emerging 3G systems. Three major service categories are identified for 3G applications.
1 conversational services for video telephony and video conferencing 2 video streaming services 3 video in multimedia messaging services (MMS).
In general, mobile devices are hand-held and constrained in processing power and storage capacity. In addition, the mobile environment is characterised by harsh transmission conditions in terms of fading and multi-user interference which results in packet loss. Retransmission is used in delay insensitive applications like MMS and delivered error-free to the mobile user. In contrast, conversational and streaming services with real-time delay and jitter constraints allow for only a very limited number of retransmission.
In general, the available bandwidth and the bit-rate over the radio link are limited and the cost for the user is normally proportional to the number of bits transmitted over the radio link. Thus, low bit rates are likely to be typical and compression efficiency is the main requirement for a video coding standard to be successful in a mobile environment. This makes H.264/AVC a prime candidate for use in wireless systems because of its superior compression efficiency. Richardson (2010) gives a detailed analysis of the concepts, tools, benefits and disadvantages of the H.264 video compression standard and its significance to the broadcast, internet, consumer electronics, mobile security industries etc.
For efficient transmission in different environments, the seamless and easy integration of the coded video with all protocols and network architecture is important. The H.264/advanced video coding (AVC) structure are composed of two conceptual layers: the video coding layer (VCL) and the NAL. The VCL specifies an efficient representation of the coded video signal. The NAL defines the interface between the video codec and the outside world. It operates on NALU, which supports packet switching networks, provides network friendliness and error robustness essential for real-time services. Each of the NALUs is encapsulated in a real time protocol (RTP) packet. For data transport either the user datagram protocol (UDP) or the transmission control protocol (TCP) is used. TCP cannot be used for real time communications due to its delay constraints. Thus, for real time data transfer UDP and IP are used both of which are unreliable protocols. UDP does not guarantee that data will reach the other end and IP only performs the best effort service. For this reason, there is a need to use RTP. RTP runs over UDP and with the help of features like sequence numbering, time stamp etc. RTP makes the transmission of video data feasible over unreliable transport and network layer protocols.
User plane protocols in 3G
3GPP and 3GPP2 define similar user plane protocols for UMTS and CDMA-2000 specifications between the mobile station (MS) and radio base station (BS). In CDMA-2000 a physical layer frame can be divided into a number of logical transmission units (LTU). The LTU is the smallest unit with a CRC to detect possible bit-errors. The size of an LTU (in bytes) is fixed for a session. An RLC-PDU in UMTS is of fixed length and is determined when the bearer is setup, for example 80 octets. For both it can be assumed, that one link layer frame is packed into one physical layer logical unit (LTU).
An RTP/UDP/IP packet is packed into one PDCP/PPP packet which becomes an RLC-SDU. Video packets are by nature of varying length, so RLC-SDUs will be of varying length and RLC-SDU which are not received correctly shall be discarded. It becomes important to select appropriate-sized RLC-SDUs (IP-packets) that match the channel conditions. The RLC/RLP layer can perform re-transmissions. The re-transmission scheme may be set up with different levels of persistency, such that the maximum number of re-transmission attempts (NAK rounds) is specified for a connection, which puts an upper limit to the variable RLC/RLP delay that re-transmission can cause. The RLC/RLP layer maintains in-order delivery, so usage of re-transmission can introduce high delay jitter. It is likely that conversational bearers are realised without RLC re-transmissions. However, for streaming applications the transfer delay requirements are typically in a range where RLC/RLP re-transmission is used. Figure 1 shows the packetization of application packets in the protocol stack. In order to be able to re-assemble the SDUs at the receiving side, the SDU boundaries must be signalled. In UMTS this is done by means of a length indicator in the RLC-PDU header. An RLC-PDU always starts with a sequence number (minimum size is 7 bits) and is followed by a 1-bit indicator which specifies if the next octet is a length indicator or payload data. In CDMA-2000 the application packets are framed at the PPP layer using the PPP protocol and if applicable the RTP/UDP/IP header is compressed. Packetization overhead in UMTS protocol stack is:
• overhead per RLC PDU = RLC frame header (4 bytes) = 4 bytes
• overhead per PDCP PDU = PDCP packet header (1 byte) + length info (1 byte) + compressed RTP/UDP/IP header (3 bytes) = 5 bytes.
Packetization overhead in CDMA-2000 protocol stack:
• overhead per RLC PDU = RLC frame header (2 bytes) = 2 bytes
• overhead per PPP PDU = PPP packet header (3 bytes) + octet-synchronous HDLC stuffing (~2% of (payload + compressed RTP/UDP/IP header)) + compressed RTP/UDP/IP header (3 bytes).
Error resilience features of H.264/ AVC suitable for 3G services
In real-time multimedia applications, packet loss results from two situations: network loss and late loss. In network loss, packet is lost during transmission and cannot reach the destination. In late loss, the arriving packet is discarded because it arrives too late and these two types of packet loss make no difference to end users in terms of perceptual quality degradation. Packet loss behaviour can be approximated by first order Markov model also known as Gilbert model as shown in Figure 2 , Markov Model is a powerful tool in describing the relationship between events that are temporally related with each other. In a first order General Markov Model, there are 2^1 = 2 possible states and 4 (2 * 2) possible transitions. Each state corresponds to two transitions: the transition to 0 and the transition to 1. State 0 means the packet reaches the receiver in time, and State 1 means packet loss. In the Gilbert Model, p is the probability that the next packet is lost provided that the previous one has arrived successfully, and q is the probability of the opposite case. 1-p is the probability that a delivered packet is followed by another delivered packet while 1-q is the probability that a lost packet (Figure 2 ). From the definition, π 0 and π 1 which are the state probabilities for 0 and 1, can be computed. In the Gilbert model π 0 and π 1 also represent the mean arrival and loss probability, respectively.
Due to high packet loss rate in wireless environment, error resilience for 3G is necessary. The error resilient feature suitable for the transmission of video over 3G networks is discussed next using Baseline pro\file of JM encoder.
Flexible macro-block ordering
FMO techniques are based on data interleaving to decrease the influence of consecutive packet loss caused by burst errors. Using flexible macroblock ordering (FMO), each macro block (MB) in the frame can be assigned a slice group in a smart ordering way enabling easier reconstruction of missing blocks in the decoder side. This mechanism does MB rearrangement so that burst errors are distributed throughout the frame ( Figure 3 ). 
Scattering the error spatially within the video frame increases the probability that the neighbourhood of a corrupted MB is properly received, and therefore allows more effective error concealment by the decoder.
Intra block refreshing
H.264/AVC uses intra block refreshing to stop error propagation and drift caused by RTP packet loss. For real-time conversational video services, I frames are not inserted due to increased bit-rate and delay. Hence, intra block refreshing is very important to remove artefacts caused by inter frame prediction.
Error concealment
Error concealment utilises the received data to recover the lost data and commonly the spatial information and temporal information are used in the error recovery process. Error concealment is important in error prone environment, especially for wireless networks. The decoder plays a fundamental role in error resilience since it is responsible for error concealment tasks. It maintains a status map for MBs to indicate if a particular MB has been correctly received, lost or already concealed, for each frame being decoded.
Feedback channel
Feedback channel can be efficiently used for packet retransmission and improve the performance of the system. The receiver can send ACK messages or NAK messages to the sender to report whether the RTP packets have been received or not. In the case of conversational applications, the encoder can select the corrected-received frames as reference frames. Feedback channel can efficiently improve the performance of the system. But packet retransmission may bring time delay to the decoder and it is restricted in 3G conversational video services.
Data partition and FEC
Because data partition is not supported by H.264/AVC baseline profile, unequal error protection (UEP) is also not supported in 3G video services. Moreover, packets with bit error are discarded in H.264/AVC mobile services and so FEC is also not suitable for 3G video services.
Redundant slices
Redundant slices (RS) is an error robustness feature which allows the encoder to send an extra representation of a picture region at lower fidelity that can be used if the primary representation is corrupted or lost. RS allow the insertion of primary slices and one or more additional secondary slices belonging to the original picture in the same bit stream. If a primary slice is affected by errors, it can be replaced by an error-free redundant one; otherwise the RS are discarded. As it introduces delay, it is not used in conversational and streaming services, which is the focus of this work.
Proposed work
The main objective of the proposed work is to securely transmit the video over 3G networks. As encryption is combined with compression, high security strength can be achieved at a relatively low computation cost. The encryption scheme designed should offer high security and provide resistance against various attacks such as the ciphertext attack and plaintext attack. In addition the encryption time should be low which is usually set to be less than 5%. The ultimate goal of multimedia compression is to reduce the size of the bit stream to the maximum extent possible and the encryption scheme proposed should not violate this. Achieving high security at the expense of sacrificing the compression ratio is not desirable. Moreover the increase in the final bit stream size due to encryption should not be higher than 5% of the original coded bit stream. Secured transmission is achieved by means of selective encryption applied to I frames and motion vectors. A cryptographic key is used to control the encryption. At the decoder, authorised users will then use the same key to reconstruct the original video. AES is used for encryption of I frames and P frames. AES is a symmetric-block cipher, has a complex structure and is an approved standard for a wide range of applications. The cipher takes a plaintext block size of 128 bits and the key length chosen is also 128 bits. The encoded and the encrypted bit stream are then transmitted over 3G networks. 3G networks are characterised by harsh transmission conditions in terms of fading and multi-user interference, which results in packet loss.
The framework of the proposed scheme is shown in Figure 4 . The framework can be formulated as a transmission quality optimisation problem with security and complexity constraints. Quality is measured in terms of PSNR, security in terms of bits selected for encryption and complexity in terms of encoding time. The number of bits selected for encryption is to be minimum by adjusting the error resilience features such as FMO, retransmission, data partition etc. so as to reduce the encoding time to attain maximum quality. In general, security strength of an encryption scheme is decided by the total number of encrypted bits in each video frame as well as the key strength. Typically, encryption using a stronger block encryption algorithm with a longer key length provides a higher level of security. Encryption cost can be reduced by reducing algorithm complexity or key length. But this may result in security compromise. The encryption cost is lowered by reducing the total encryption workload, rather than reducing key length or algorithm complexity. In this work, AES is used to provide security and the cost is reduced by selectively encrypting the information bits. Furthermore, the selection of minimal encryption bits is restrained by the total encryption bits available, which is set by the user.
The expected video quality after decryption and decoding is maximised as shown in equation ( 
and ET max is the maximum time allocated for encoding of i th frame. In the proposed scheme, the minimum security requirement (BL min ) is set by the user and the ideal encryption length is acquired by ceiling the minimal security requirement bits to the lowest exponential value of a binary two as shown in equation (5) be greater than BL min and less than TB i, the total bit allocated for encryption of i th frame. Encryption of I/P frame is performed during encoding and the number of bits encrypted is to be less than TB i and in addition the encoding time has to be less than ET max . In the proposed work, this value is set to be approximately 5% more than the encoding time alone. This is to indicate that the time taken for joint encryption and encoding is not to exceed 5% of the time taken for encoding alone. The algorithm and flowchart for I/P frame encryption is given in Figure 5 .
Algorithm for I/P frame encryption • encode the video using JM encoder.
• assign parameters such as input video, number of frames to be encoded, format of output, period of I/P frames etc.
• I frame is identified by the hexadecimal value 0 × 65
• P frame is identified by the hexadecimal value 0 × 41
• I/P frame is fragmented into blocks of 128 bits
• each block is given as input to the AES algorithm • repeat for other I/P frames in the encoded video
• enable error concealment
• enable FMO
• enable intra MB refresh
• disable feedback channel(conversational)/enable feedback (streaming)
• packetize and transmit through 3G networks. I frame of an encoded video contains most of the information. P frames use I frames as reference, hence the encryption of an I frame affects the corresponding P frames in the video. When an attack is made by the malicious user it is not possible for the attacker to decode the video, due to I frame encryption. For commercial TV broadcast, encryption of I frame alone is sufficient. But in the case of military applications where tight security is needed P frames have to be encrypted in addition to I frames. P frames are the inter predicted frames and coded by differences in the motion between two different frames. The P frames can be identified by a value 0 × 41 when the .264 file is viewed in a Hex Viewer. This value denotes the start of a P frame. When the P frame is encrypted the motion vectors in the P frames are changed, leading to irrelevant pictures and the flow of the video is affected by encryption of P frames. Figure 6 and Figure 7 portrays the effect of I frame encryption. Figure 8 and Figure 9 portrays the effect of combined I frame and P frame encryption.
The frame sequence is also viewed in Elecard stream analyser as shown in Figure 10 (a). The tallest frame (purple) represents the I frame and the remaining frames denote the P frames. The encrypted I frame is denoted by colour change as shown in Figure 10 (b). The encrypted video is transmitted over 3G networks using various error resilience features. The received video is first decrypted and then decoded. The quality of this decoded video is measured in terms of PSNR value for different error resilience combinations and packet loss ratios simulated using 3GPP simulator.
Simulation results and analysis
The input video is first encoded using JM18.0 software. The encoded bit stream is selectively encrypted using AES and then packetized and transmitted over 3G networks using 3GPP2 simulator. 3GPP is an offline simulator used to simulate the characteristics of 3G wireless networks. Both video source and receiver are assumed to reside in a private operator's network, which consists of a fixed IP-based core network and a radio access network. A video streaming server is directly connected to the operator's core network or both video call terminations are inside the mobile network.
The following assumptions have been made for the simulation:
• off-line simulation
• in-order packet delivery
• no bit-errors or corrupted packets delivered to the application
• no UEP
• simulate delay jitter in case of RLC re-transmission or no delay jitter otherwise. For simulating radio channel conditions bit-error patterns are used that were captured in different real or emulated mobile radio channels. The bit-error patterns are captured above the physical layer and below the RLC/RLP layer, such that in practice they act as the physical layer simulation. Table 2 lists the bit-error patterns used in the experiments for simulating radio channel conditions. Patterns 1and 2 are mostly suited for video streaming applications, where RLC re-transmissions can correct many of the frame losses. Patterns 3 to 6 are meant for video conversational applications. The input sequence is encoded once and the encoded bit stream is run through the simulator ten times with different starting position of the bit-error pattern, that are specified for each bit-error file as shown in Table 3 . ,200, 259,840, 128,000, 348,800, 81,920, 79,360, 392,320, 56,960, 440,960, 458,880 2 227,200, 259,840, 128,000, 348,800, 81,920, 79,360, 392,320, 56,960, 440,960, 458,880 3 551,040, 251,840, 613,120, 609,920, 616,000, 57,600, 1,313,120, 1,248,640, 273,920, 1,366,400 4 551,040, 251,840, 613,120, 609,920, 616,000, 57,600, 1,313,120, 1,248,640, 273,920, 1,366,400 5 1,143,200, 410,240, 2,480,000, 561,920, 2,135,840, 1,954,560, 283,520,730,880, 698,720, 154,368 6 1,143,200, 410,240, 2,480,000, 561,920, 2,135,840, 1,954,560, 283,520, 730,880, 698,720, 154,368 Source: Roth et al.
The encoded sequence is of IPPP… format with QP = 32, profile IDC = 66, level IDC = 40. Packet loss is generated by off-line simulation software and when a frame cannot be recovered due to RTP packets loss, direct frame copy from previous frame is performed. The error resilience strategies adopted in this work is listed in Table 4 . Conversational service on 3G networks is a challenging task, because mobile terminals must have the real-time ability of both encoding and decoding with low computational complexity. Error concealment is the most important tool, because feedback channel and RTP packet retransmission are not allowed due to the implicit time delay. However, slice structure with FMO is used. Moreover, intra block refreshing is also supported to remove the error drift caused by the loss of inter-prediction MB. RS will not be supported, as it increases the bit rate. For video streaming services, the bit stream is typically pre-encoded and transmitted on demand through unreliable transmission protocols making error resilience necessary. Besides, due to the tolerance of relatively long delay compared to conversational applications, feedback channel is used in addition to intra MB refreshing and FMO. Simulation results of the various FMO modes are shown in Table 5 . From Table 5 it is seen that type 2 is preferred over other schemes as it offers comparatively good PSNR at a low bit rate and similar encoding time. Hence type2 FMO mode is used for transmission. Experimental results of 3G conversational services and video streaming services with/without error resilience are shown in Table 6 (a) and Table 6 (b) and Table 7 (a) and Table 7 (b). Results in Table 6a and 6b show that conversational video transmission with these error resilience schemes can efficiently stop error propagation and error drift and obtain satisfactory results.
Error resilience schemes with simple FMO and intra block refreshing is preferred as it can make full use of the spatial correlation in the MBs for intra prediction and can efficiently reduce the requirement of bit rate for encrypted video. From Table 7 (a) and Table 7 (b) it is seen that RTP packet loss is high without error resilience and low with resilience as shown by reduced packet loss and improved PSNR value.
Analysis is done in 3G networks with error pattern 4. The test video is encoded and encrypted once and is tested with ten different starting positions specified for error pattern 4 as shown in Table 8 . PSNR of the decoded video is calculated for each of the ten runs and the average PSNR plus the best and worst cases of the ten runs are shown. This method is used to show the variation of the PSNR depending on the position of the losses. In 3G networks any constant bit rate is guaranteed by the network (<2,048 kbit/s). If the video stream bit rate is always equal or lower than the guaranteed bit rate, the application does not have to perform rate adaptation. For a given maximum application SDU size an SDU loss ratio can be guaranteed. This means, that the error robustness of a video packet stream should be tuned to a given packet loss ratio, which also means, that the video packet size influences the packet loss rate. Packet sizes are in turn adjusted by slicing the video frame at the application layer, achieving better performance for a given packet-loss condition.
Hence, the slice size plays an important role in the quality of the video. PSNR and bit rate obtained for different slice sizes are shown in Table 9 . From Table 9 it is seen that as the slice size increases, bit rate decreases as illustrated in Figure 11 . To transmit the video over 3G networks, the video bit rate and the bit rate due to the overhead associated with each packet should match the channel capacity. As the video stream bit rate is greater than the guaranteed bit rate (64 kbps), the application has to perform rate adaptation. Figure 12 shows the PSNR value for various slice sizes. PSNR is initially high and later becomes nearly constant from a slice size of 200. 
Perceptual quality of video
PSNR is the primary means of measuring visual distortion and is the most widely accepted objective measure of visual distortion. Table 10 . Table 10 shows that the proposed scheme has scrambled the video better than the CAVLC scheme making it more unintelligible. Table 11 compares the encrypted bit length of the proposed scheme with the CAVLC encryption scheme. The percent increase in the bits of the proposed scheme due to encryption is very less as compared to the original video, offering comparable performance with the previous scheme, and showing negligible overhead making it suitable for real time applications.
Bit overhead analysis

Encryption efficiency
Because real-time transmission is often required by multimedia applications, encryption algorithms should be efficient to minimise delay during transmission. As encryption is frequently used with compression, the comparative ratio between encryption and compression is used as a measure of encryption speed as shown in Table 12 . It is seen that the proposed scheme is comparable in encryption speed with the CAVLC scheme for different QP values and the time overhead of the proposed scheme is negligible due to encryption /decryption.
Security analysis
For multimedia data, an encryption algorithm is said to be computationally secure if the cost to break the encryption by a cryptanalyst needs more investment than buying the key itself. There are multiple ways of attacking the encrypted video. The security of the proposed algorithm is checked against most common ways of attacking the video like ciphertext-only attack and known-plaintext attack.
Ciphertext-only attack
In this attack scenario, the attacker can only have access to the encrypted bit stream. Since the information available to the attacker is very limited, a very commonly used approach is the brute-force attack, the complexity of which is related to the key space. Since the only private information of the proposed system is the seed used in the stream cipher and it is of length 128 bits, then the key space is 2^ 128, which can ensure satisfactory level of security.
Chosen ciphertext attack
In the known-plaintext attack, unauthorised user has both original and the corresponding encrypted values. For a cipher, an important property is that the same key stream should not be used more than once. Even if an attacker somehow finds a key stream, it is useless since it will not be used again. This essentially precludes the chosen-ciphertext attack. Prior to communication between the encoder and the decoder, a common seed, has to be exchanged between the two. The security of the stream cipher heavily relies on the fact that the same key stream will not be used for more than once. Therefore, if the same seed is used to generate the key stream used in different sessions, the security will be greatly degraded. Hence a new seed is used for each session.
Key sensitivity analysis
The encryption scheme exhibits high key sensitivity, which indicates that even slight difference in the keys can cause great difference in the decrypted video. Figure 13 shows the key sensitivity analysis. Figure 13 
This shows that the encryption scheme is of high key sensitivity, which makes statistical attacks very difficult.
Conclusions
The proposed work performed selective encryption of H.264 video, analysed the various error resilience tools suitable for transmission of encrypted and unencrypted video over 3G networks and identified the appropriate scheme to achieve good quality video. Experiments showed that when RTP packets are lost, the PSNR value falls rapidly and has a permanent adverse effect on the following frames. Use of appropriate error resilience strategy can prevent falling of PSNR value and efficiently remove error drift to obtain satisfactory PSNR value. The proposed encryption scheme is compared with the CAVLC scheme by Shahid et. al., and the comparison results demonstrates that the proposed method scrambles the video better than the previous scheme, while producing only small additional overhead. In addition security analysis and key sensitivity analysis was performed to check the strength of the encryption scheme.
